























12. EXPERIAN shall implement and maintain a written incident response plan to
prepare for and respond to SECURITY EVENTS. EXPERIAN shall revise and update this
response plan, as necessary, to adapt to any changes to the EXPERIAN NETWORK. Such a plan
shall, at a minimum, identify and describe the following phases:

a. Preparation;

b. Detection and Analysis;

C. Containment;

d. Notification and Coordination with Law Enforcement;
e. Eradication;

f. Recovery;

g. Consumer Notification and Remediation;

h. Regulator Notification and Response; and

i. Post-Incident Analysis.

13. EXPERIAN shall conduct, at a minimum, bi-annual incident response plan
exercises (“table-top” exercises) to test the sufficiency of the incident response plan and assess its
preparedness to respond to a SECURITY EVENT.

DUE DILIGENCE AND ACQUISITIONS

14.  Due Diligence — Prior to Acquisition and Integration: Prior to acquiring any
entity that maintains, processes, or transmits PERSONAL INFORMATION, EXPERIAN must use
reasonable efforts to obtain, review, and assess:

a. Details about when, from where, to what extent, and how the entity collects,
stores, processes, and transfers PERSONAL INFORMATION;

b. The entity’s network and system architecture and data flows;



c. The security controls that the entity has in place to protect PERSONAL
INFORMATION;

d. An inventory of all prospective Critical Assets including hardware, software,
tools, and utilities used in support of the entity’s business operations;

e. All written information security programs and policies maintained by the
entity;

f. All documented information governance guidelines and standards
maintained by the entity, including information governance categories and retention and
destruction requirements for each category;

g. Details of risk assessment and risk management programs implemented by
the entity, including copies of any reports issued in connection therewith, for the previous five (5)
years;

h. All policies concerning the collection, maintenance, safeguarding, and
disposal of PERSONAL INFORMATION;

i. The results of any audits or assessments conducted concerning the entity’s
network and application vulnerabilities, including the results of the most recent penetration test
performed with respect to the network, and documentation of resulting remediation efforts;

J- All material contracts with, and any associated risk assessments conducted
with respect to any vendors that have access to PERSONAL INFORMATION;

k. Copies of all insurance policies in place in the past five (5) years providing

coverage for SECURITY EVENTS; and
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For the Maine ATTORNEY GENERAL:

Brendan O’Neil, AAG

Office of the Attorney General
6 State House Station
Augusta, Maine 04333-0006
207-626-8842
brendan.oneil@maine.gov

For EXPERIAN:

Office of the General Counsel
475 Anton Blvd

Costa Mesa, CA 92626

(714) 830-7000
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