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COMPLIANCE CERTIFICATION

Pursuant to Paragraph 25 of the Assurance of Voluntary Compliance (“Assurance”) 
dated as of August 9, 2017 between Nationwide Mutual Insurance Company and Allied 
Property and Casualty Insurance Company (“Nationwide/Allied”) and each of the 
Attorneys General (as defined in the Assurance), Nationwide/Allied states as follows:

1. Nationwide/Allied, since prior to August 9, 2017, has maintained an online 

disclosure via its privacy policy (https://www.nationwide.com/personal/privacv- 

securitv/paqes/privacv) stating that personal information collected from individuals 

is retained while the individual’s account is active or to provide services, and as 

required or permitted by law.

2. Nationwide/Allied has appointed David Daniel, an elected information technology 

officer, to be responsible for maintaining the process by which Nationwide/Allied’s 

security policies, as to software and application security updates and security 

patch management, are regularly reviewed and by which revisions are made (the 

“Patch Policy Supervisor”).

3. Such Nationwide policies, since prior to August 9, 2017, have addressed the 

application of security updates or security patches to covered systems in a 

reasonable fashion and time frame, taking into account the currency of the 

software to which the update or patch relates, the sensitivity and nature of the data
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that the software stores, processes or transmits, the severity of the vulnerability for 

which the update or patch has been released to address, the severity of the issue 

as reasonably determined by Nationwide/Allied in the context of its overall network, 

any compensating controls and its ongoing business and network operations, and 

the scope of the resources required to address the issue.

4. Nationwide/Allied has appointed Dudley Irvin, an elected information technology 

officer, to be responsible for (a) monitoring and managing software and application 

security updates and security patch management; (b) supervising, evaluating, and 

coordinating the maintenance, management, and application of all security 

patches and software and application security updates, including monitoring for 

notifications of patches identified by applicable software providers; and (c) 

supervising, evaluating and coordinating the system management tool(s) identified 

in Assurance paragraphs 22(d) and (e) (the “Patch Supervisor”).

5. Nationwide/Allied has under the direction and/or coordination of the Patch 

Supervisor maintained, and, on at least a semi-annual basis (including a number 

of times since August 9, 2017), updated, an inventory of all covered systems 

utilized, using Qualys and Nationwide/Allied’s Analytics Reporting Cybersecurity 

System (“ARCS”). The inventory includes: (a) name; (b) version; and (c) a list of 

any software and application security updates and security patches applied or 

installed during the preceding period.
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6. Nationwide/Allied has since prior to August 9, 2017 used the inventory described 

in the prior paragraph in its regular operations to assist in reviewing whether new 

security updates or security patches are available for any covered system. For 

each new security update and security patch under consideration, 

Nationwide/Allied has assigned a priority level (a “Risk Score”) and scheduled 

action(s) with respect to the covered systems in ARCS, taking into consideration 

risk levels identified by software and application providers, and has addressed 

security updates and security patches, consistent with the policies set forth in 

Assurance paragraph 17.

7. Nationwide/Allied has since prior to August 9, 2017 regularly reviewed and 

updated its Incident Management Policy and Procedures by which it commences 

and manages its response and review of information security incidents, and reports 

to a security manager, in relation to the circumstances of the incident.

8. Nationwide/Allied has since prior to August 9, 2017 deployed and maintained 

Qualys, a system management tool, to provide a service, the purpose of which is 

to:

(a) provide Nationwide/Allied with near real-time updates regarding 

known CVEs for any vendor-purchased software applications in use within 

its covered systems;
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(b) identify, confirm and enhance discovery of covered systems that may 

be subject to CVE events and/or incidents; and

(c) scan covered systems for CVEs.

9. Nationwide/Allied has since prior to August 9, 2017:

(a) implemented processes and procedures for Nationwide/Allied’s covered 

systems that provide for notification of CVEs to the teams responsible for 

currency and patch management of the technology impacted using ARCS;

(b) implemented processes and procedures for Nationwide/Allied’s covered 

systems to evaluate the relative severity of identified CVEs in the context 

of the technology and network area impacted and, based on 

Nationwide/Allied’s evaluation, prioritize any mitigation actions in response;

(c) documented in writing the risk severity attached to each CVE evaluated 

under subparagraph (b) and mitigation or exception actions taken in 

response;

(d) purchased and installed, as to Nationwide/Allied’s covered systems, an 

automated CVE feed from a solution provider, to Nationwide/Allied’s 

intrusion detection system/ intrusion protection system; and

(e) purchased and installed, as to Nationwide/Allied’s covered systems, an 

automated CVE feed from a solution provider to Nationwide/Allied’s 

security information and event management technology.
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10. Nationwide/Allied has since prior to August 9, 2017 performed an internal patch 

management assessment of its covered systems at least semi-annually (including 

a number of times since August 9, 2017). These assessments have identified 

known CVEs rated by Nationwide/Allied as critical, high, and medium risk and 

confirmed appropriate patches have been applied or that any exceptions were 

noted. These assessments and any exceptions have been formally identified, 

documented and reviewed by the Patch Supervisor.

11. Nationwide/Allied during the year since August 9, 2017 hired an outside, 

independent provider, Ernst & Young, to perform a patch management audit of 

Nationwide/Allied’s covered systems, which audit identified known CVEs rated as 

critical, high, and medium risk and confirmed that appropriate patches were 

applied or that any exceptions were formally documented.

On behalf of Nationwide/Allied, pursuant to Paragraph 25 of the Assurance, I hereby 
certify, to the best of my knowledge and belief, to Nationwide/Allied’s compliance with 
the “Requirements” section of the Assurance to date, as set forth above.

James R. (Jim) Korcykoski
SVP, Chief Technology & Information Security Officer

Date: July 31, 2018
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